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Executive Summary

This report provides a comprehensive review of cyber attacks on the financial
sector in 2024. The increasing digitalisation of the financial sector and the
growing sophistication of cyber threats make it imperative for financial
institutions to review their cyber security measures.

The report is an important resource for understanding these threats and the
industry's strategies to stay safe. The report focuses on the types of cyber
attacks seen in the financial sector in 2024 and the frequency of these attacks. It
also discusses the identities and motivations of the actors behind cyberattacks.
Prominent cyber attack incidents are analysed and their potential impact on the
sector is evaluated.

Recommendations are provided for financial sector leaders to strengthen their
cyber security measures and be prepared for future threats. Establishing
emergency response plans and adopting cyber security best practices can
increase the resilience of the financial sector against cyber attacks. Taking a
proactive approach to future threats can help financial organisations protect
their data and reputation.

This report is designed to guide financial sector leaders to strengthen their
cybersecurity strategies and prepare for future cyber threats. The financial
sector must increase seriousness about cybersecurity and ensure an effective
defence against cyberattacks.
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Cyber Threats in The Financial
Sector

In the first half of 2024, the types of cyber attacks targeting the financial sector
were analysed. The chart shows how cyber attack types contribute to attack
trends in the financial sector.

Ransomware
17.1%

DDoS
40%

Breaches

42.9%
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Ransomware Attacks

LockBit Ransomware
Claims to Have
Leaked 1.5TB of Data
from Bank Syariah
Indonesia

In May 2023, the LockBit ransomware
group leaked 15 terabytes of
personal and financial data from

Bank Syariah Indonesia (BSI) after
ransom negotiations failed.
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The compromised data includes
information on approximately 15
million customers and employees of
Indonesia’'s largest Islamic bank.
Although BSI initially attributed the
service interruptions to IT
maintenance, LockBit claimed
responsibility for the cyberattack.
Negotiation screenshots reveal that
despite the bank's $10 million offer,
LockBit initially demanded $20 million
before stopping communications.
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LockBit Rahsomware
Exposed 600 GB
Fullerton India Data

In May 2023, LockBit 3.0 claimed to
have leaked 600 GB of data from
Fullerton India after demanding a $3
million ransom.
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Following the malware attack,
Fullerton India briefly suspended
operations, but enhanced
cybersecurity measures enabled
them to resume services. The
ransomware group listed the bank
on data leak sites, claiming to have
stolen loan agreements. Fullerton
India's refusal to pay led to triple
extortion tactics. In a triple extortion
attack, cybercriminals demand

payment not only from the first
target, but also from anyone
aoffected by the exposure of the
target's data.




Typical ALPHVM Attack

In December 2023, the ALPHV/BlackCat ransomware group, known for its
sophisticated cyberattacks, targeted Tipalti, a leading FinTech company.
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Tipalti claimed as a victim - but we'll extort Roblox and Twitch, two of their affected clients,
individually

12/3/2023, 2:08:21 AM

Victim(s):

Tipalti
Roblox

Victim(s) overview:

Tipalti is an accounting software financial technology business that provides accounts payable, procurement and global payments
automation software for businesses,

Roblox is an online game platform and game creation system developed by Roblox Corporation that allows users to program games and
play games created by other users.

RABLOX

Figure 1 - the logo of one of the
victim organisations, Roblox

tipalti

e
Context
We have remained present, undetected, in multiple Tipali systems since September 8th 2023. Over 265GB+ of confidential
business data belonging to the company, as well as its employees and clients has been exfiltrated. We remain committed to
this exfiltration operation, so we plan to reach out to both these companies once the market opens on Monday as we believe
we will have an even greater amount of data by then, in addition to the likely inability of the Tipali company to be able to
contain our efforts by then, given their incompetency and taking into account that an insider was , and is still actively
involved. This article will be republished on Monday just before the market opens, to maximize the impact to the $RBLX
stock price.
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This alleged breach compromised Tipalti and threatened its high-profile
customers, including Roblox, Twitch, and X.

ALPHV/BlackCat claimed to have accessed Tipalti's systems on 8 September
2023 and stole over 265 GB of sensitive data. The attack posed significant risks,
especially for Roblox and Twitch, whose confidential information could be
leaked or used for extortion.

Finance Sector



Data Breaches

Latitude Financial
Experienced Data
Breach of 14 Million
Records

In March 2023, Latitude Financial, an
Australian financial services
company, suffered a data breach in
which hackers stole 14 million
customer records. These records
contained sensitive personal and
financial information, including
names, addresses, dates of birth,
credit card details, driving licence
numbers, passport numbers and
financial statements.

Latitude

Financial Services
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TMX Experienced
Data Breach Affecting
4.8 Million Customers

TMX Finance and its subsidiaries
TitleMax, TitleBucks and Instaloan
experienced a data breach affecting
4,822,580 customers. However, this
breach was discovered on 13
February 2023.

M\

An investigation revealed that
hackers stole sensitive customer
data between 3-14 February 2023,
including full names, dates of birth,
passport numbers, driver's licence
numbers, federal and state
identification card numbers, tax
identification numbers, Social

Security numbers, financial account
information,
physical

addresses.

numbers,
email

phone
addresses and




Mr Cooper Subjected
to Cyber Attac
Leaking Data of 15
Million People

In October 2023, Mr Cooper, the
largest non-bank mortgage servicer
in the US, suffered a cyberattack that
exposed the personal information of
14.7 million people.

Mr. CooperGroups

The breach occurred between 30
October and 1 November and
included names, addresses,
telephone numbers, Social Security
numbers, dates of birth and bank
account numbers. The incident also
caused a technical outage in
November that affected customer
payments.

American Express
Account Information
Disclosed

In March 2024, American Express Co.
informed Massachusetts regulators
that a breach at an external
company may have compromised
cardholders’ account information.
While AmEx did not disclose the
name of the hacked company or the
number of potential affected
individuals, in a letter it urged its
customers to monitor their accounts
for any suspicious activity.

Finance Sector

LoanDepot Hit by
Ransomware Attack
Compromising
Personal Data of 16.6
Million Customers

In January 2024, US-based mortgage
and lending giant LoanDepot
announced that it had been hit by a
ransomware attack.

loanpOepot

The company announced that they
took some of their systems offline in
response to the attack. LoanDepot
announced that sensitive
information belonging to 16.6 million
customers was compromised. The
stolen data included names, dates of
birth, email and postal addresses,
financial account numbers and
phone numbers. LoanDepot also
confirmed that Social Security

Numbers were also stolen during the
ransomware attack.




DDoS Attacks

NoName057(16)
Claimed to Target
Ukraine's Financial
Sector

The relevant attack post was made
by the hacktivist group
NoName057(16) on the Telegram
channel.
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8 Continuing to crush fascist websitesu

| ¢ Authorization on the Tascombank portal
check-host.net/check-report/1cf601b3k1e4

|
¢ MTB BANK JSC (closed by geo)

check-host.net/check-report/1cfe08a7kbcB
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Russia-linked threat actor
NoName057(16), who claimed to
have attacked UKRSIBBANK and
Accordbank yesterday due to the
clashes between Russian and
Ukrainian military forces in the Kursk
Region, claimed to have attacked
Tascombank and MTB BANK JSC
today.

RipperSec Thedit
Actor Claims to
Target US Financial
Sector

The relevant attack post was made
by the hacktivist group RipperSec on
the Telegram channel.

DDoS Attack Order

We Stand ForJustice & Fight For Freedom

| M Bismillzhirrahmanirrahim, In The Name of Allah R o g

& Dpos TIME @ EBEEEm (56)
| DATE ' 7.August 2024

| TARGET: ity

= 'I P address: 1

B Hostname: 107.162.151.110
B (SP F5, Inc.

S Port: 801

) o “g\q Statut HTTP : 404 |




The threat actor claimed that it
targeted Grundy Bank, one of the
public banks in the state of Illinois in
the United States and the 4th oldest
bank in the state. As an attack
method, he stated that they used
Distributed Denial-of-Service (DDoS)

attack, which is a common
technique.

Threat Actor
RipperSec Claims to

Target Indian
Financial Sector

The relevant attack post was made
by the hacktivist group called
RipperSec on the Telegram channel.

"WE COMING FOR PALESTINE"

|

)

| M@ Bismillahirrahmanirrahim, In The Name of Allah

| ) ol

| ooos TIME @-BE:LEpm (s6) 5

~ | DATE "' : 02 August.2024 I

3 TARGET: https://www.bankofbaroda.in/

P P address: 103.104.75.43
8 Host name: 103.104.75.43

| Ports: 801443 |

| HTTP-Status: 200 |
| Greetz:- All Muslim Hackersa
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The threat actor named RipperSec,
which has recently announced its
cooperation  with  Russia-linked
hacktivist groups, claimed to have
organised a cyber attack on Bank of
Baroda, one of India's leading
financial institutions. He stated that
he carried out a Distributed Denial-
of-Service (DDoS) attack as a
method.

Founded in 1908, Bank of Baroda is
one of India’'s leading public banks
with branch and office networks
covering Europe, USA, Africa, Asia and
Australia.

Russian Hacktivist
Group Claims to
Target UAE Financial
Sector

SN_BLACKMETA
Video, % The Great Leader Darkmeta writes: {This vi...

Earn and redeem




Russia-linked

hacktivist group
SN_BLACKMETA claimed to have
targeted First Abu Dhabi Bank,
headquartered in the United Arab
Emirates. The attack method was a
Distributed Denial-of-Service (DDoS)
attack. The attack was shared on a
Telegram channel called
"SN_BLACKMETA". In the related post,
attacks on NATO and some
organizations were also mentioned.

RipperSec Group
Claims to Target
Bangladesh's

Financial Sector

The threat actor, RipperSec, claimed
to be targeting Bangladesh's major
financial institutions and shared the
attack on its secret telegram
channel.
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In the related post, it was claimed
that the websites of Krishi Bank, one
of the banks with the largest service
network  in Bangladesh, and
Community Bank, an organization of
a foundation in the country, were
targeted. As an attack method, it was
stated that they used Distributed
Denial-of-Service (DDoS) attack, a
common technique.

Threat Actor
NoName057(16)
Claimed to Target
Finnish Financial
Institutions

The attack was posted by the
hacktivist group "NoName057(16)" on
a secret Telegram channel. The
Russian-linked threat actor
"NoName057(16)" claims to have
targeted the ‘Finnish Chamber of
Commerce and Industry’ and "OP
Financial Group”. It says these
attacks were in response to the
military base agreement with the
United States. It also claims to have
targeted the ‘'French Ministry of
Economy, Finance, Industry and
Digital Sovereignty” in the same
attack. It says it used a Distributed
Denial-of-Service (DDoS) attack, a
common technique.
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On July 1, the Finnish Parliament unanimously
approved a military cooperation agreement with the
United States. Under this document, Finland will open
15 military facilities for use by the U.S. armed forces.
The US will be able to station its troops and
equipment on Finnish territory. The agreement also
strengthens cooperation between the countries in
crisis situations.

We decided to "congratulate” the corrupt russophobic
authorities of Finland on this event and in honor of it
prepared DDoS gifts to local websites§

¥ Finnish Chamber of Commerce and Industry
(closed by geo)
check-host net/check-report/16909bbck479

M OP Financial Group the largest financial group in
Finland (dead on ping)
check-host.net/check-report/1b6909dbfkdc?

¥ French Ministry of Economy, Finance, Industry and
Digital Sovereignty's open data site (dead on ping)
check-host.net/check-report/1690a%9f1kc71

Russian Threat Actor
NoName057(16)
Claims to Target
Croatia’'s Financial
Sector

Finance Sector
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It's been a while since we've visited Croatia and we
decided to ‘remind” ourselvesilf

X Ministry of Finance (dead on ping)
check-host.net/check-report/1b2fe713kf86

> Tax Administration (dead on ping)
check-host.net/check-report/1b2fecOakec9

X Authorization on the Croatian National Bank portal
(dead on ping)
check-host.net/check-report/1b2ff158kb35

> Authorization on Croatian People's Bank portal
(dead on ping)
check-host.net/check-report/1b2ffaadk9b1

3¢ Authorization on Croatian People’s Bank portal
(dead on ping)
check-host.net/check-report/1b2ffdbék1{8

X Authorization on the Economic Bank of Zagreb
portal (dead on ping)
check-host net/check-report/1b300083k86f

> Zagreb Stock Exchange (dead on ping)
check-host.net/check-report/1b30050fkdf3

The attack was shared by the
hacktivist group "NoName057(16)" on
a secret Telegram channel.




The Russian threat actor
"NoName057(16)" claims to have
targeted important institutions and neobt.ro
organizations in the Croatian :
financial sector. These institutions
and organizations allegedly include

"Ministry of Finance”, "Tax
Administration”, "Croatian National
Bank’, "Zagreb Stock Exchange” and ly adopters

‘Economic Bank of Zagreb". The
threat actor states that the method
of attack is a Distributed Denial-of- _
Service (DDoS) attack, which is a very AppGallery
common technique among threat
actors.

aarmen Downtasd an tha
Google Play i App Store

Russian Threat Actor

HapopgHas

CyberApmus Claims Cposorxaos noue sponmece ymmccrase o
to Target Romania's e T
Financial Sector e

The attack was shared by the .
hacktivist — group  “"Hapogran  RuUsslian Threat Actor

CyberApmuna” in  secret Telegram HackNeT C|c|ims to

channels. The Russian threat actor, in

o | ]
partnership with "HapogaHas Target Romanias
CyberApmus” and "NoName057(16)", Financial Sector
claims to be targeting "NeoBT, the
next generation smart digital internet
and mobile banking system of Banca

Transilvania, which serves the The attack was shared by the
Romanian banking sector. The threat hacktivist group "HackNeT" on secret
actor states that they used Telegram channels.

Distributed Denial-of-Service (DDoS)
attack, which is a very common
technique among threat actors.

Finance Sector
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SIR PAY-A-LOT

CAVALERUL PI.E.TILUR
SIGURE 51 RAPIDE!

je cel mai nobil aka
e takel

Noporan KubepApmna! Cerogna, npogonxan PymeiHcKyio
KOMMNAHHED, Mbl HAPYLIWAK PaSoTy MAATEXHOA CHCTEMB
24pay

B Ka4ecTBE NOATEEPHAEHHA patoTol, NPHKNEALIBIEM
CCBUAKY Ha OT4YET

Russian threat actor "HackNeT"
claims to have targeted "24pay’, a
Romanian financial services
company. The threat actor states
that they used a Distributed Denial-
of-Service (DDoS) attack, which is a
very common technique among
threat actors.

Malaysian Threat
Actor RipperSec
Claims to Target
Thailand's
Financial Sector

Finance Sector

The attack was shared by the
hacktivist group ‘"RipperSec” via
secret Telegram channels.

Thai Credit Bank Website Down Ey RipperSee ¥ =

& Target:
-> https.//www.thaicreditbank.com

) Protection (ISP) :
-> CS Loxinfo Public Company =

@ Report

-» hitps:/fcheck-
host.cc/report/rSaHgQtdC1t3gBc45NusQQ

-> hitps://check-host.net/check-report/1ab45f9ak816

1. Message :
-> Patani Pasti Akan Merdeka
#FreePatani #0psPutus #StandWithPatani

Malaysian threat actor "RipperSec”
claims to have targeted "Thai Credit
Bank Public Company’, a banking
service in Thailand. The threat actor
states that they used a Distributed
Denial-of-Service  (DDoS) attack,

which is a very common technique
among threat actors.




Russian Threat Actor
NoName057(16)
Claims to Target
German Financial
Sector

The attack was shared by the
hacktivist group "NoName057(16)" on
their secret Telegram channel.
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We continue to attack the German internet
infrastructure and put down some websites§y
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3¢ BayernLB (fully Bayerische Landesbank) - German
commercial bank (dead on ping)
check-host.net/check-report/1aa38330k5e ]

¥ Lk Bayerische Landesbank (dead on ping)
check-host.net/check-report/1aa38489kf56
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Russian threat actor
"NoName057(16)" claims to have
targeted "Bayerische Landesbank’, a
commercial banking service in the
German financial sector. The threat
actor stated that they used a
Distributed Denial-of-Service (DDoS)
attack, which is a very common
technique among threat actors.

Indonesian Threat
Actor Sulawesi
Cyber Team
Claimsto Target
Indian Financial
Sector

The attack was shared by the
hacktivist group “Sulawesi Cyber
Team® via secret Telegram channels.

r=Site : https://www.indianbank.in/

Check https://check-host.net/check-
report/1a3d5f4ak547

Website down by

a
Website Bank of India Down
#SulawesiCyberTeam




Indonesian threat actor "Sulawesi
Cyber Team® claims to have targeted
‘Indian Bank’, the 7th largest public
sector bank in the Indian financial
sector. The threat actors stated that
they used a Distributed Denial-of-
Service (DDoS) attack, which is a very
common technique.

Russian Threat
Actor
NoName057(16)
Claims to Target
Germany's
Financial Sector

The attack was shared by the
hacktivist group "NoName057(16)" on
their secret Telegram channel.

We continue to punish Germany and crash some websites
of this Russophobic country &
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Aareal Bank is a leading international provider of
financial solutions and services, especially in the real
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Russian threat actor
"NoName057(16)" claims to have
targeted "Aareal Bank’, a German
financial services company that
provides financing solutions and
banking services, especially in the
real estate sector. The threat actors
stated that they used Distributed
Denial-of-Service  (DDoS) attack,
which is a very common technique
among threat actors.

Russian Cyber
Threat Grou
NoName057(16)
Claimsto Target
Czech Republic's
Financial Sector

The attack was shared by the
hacktivist group NoName057(16) on
their secret Telegram channel.

Patria Financial Group

Share market portal on the website of the Czech financial
group Patria




Threat Actors Targeting the Financial Sector in
2024

LockBit Gang

LockBit Gang is a cyber threat
actor that emerged in September
2019 with a ransomware-as-a-
service (RaaS) model and is
notable for its rapid spread
capabilities.

Its attacks are based on
automated processes that can
quickly spread and lock down
target systems.

1. MainFeatures

¢ Fast Propagation: LockBit 3.0, a family of ransomware that can quickly
spread and lock down target networks through automated processes.

e Targeting Various Industries: LockBit Gang targets various critical
infrastructure sectors such as finance, agriculture, education, Finance,
government, healthcare, manufacturing and transportation.

2. Goals and Objectives

e Ransomware Attacks: Using LockBit ransomware, the data of target
organizations is encrypted and ransom is demanded.

e Double Extortion Method: The LockBit Gang uses a double extortion
method to pressure victims to pay ransom. This method is the use of
encrypted data as well as stolen data as a threat.

for loC see.
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https://github.com/echocti/echo-apt-ioc-feed/blob/main/LockBit%20Gang/ioc.md

FROZEN SPIDER

FROZEN  SPIDER, or  Medusa
ransomware team, is a cybercrime
group that organizes ransomware
attacks.

The group is known for spreading
ransomware that locks computer
systems, preventing access to
data. The Medusa ransomware
team largely targets institutions
and organizations and is often
known for its ransom demands.

Medusa ransomware is one of the most advanced ransomware families today.
This ransomware gang mainly aims to infiltrate organizations with medusa
ransomware.

As with any ransomware attack, the medusa group aims to undermine the
reputation of the organization and gain financial resources through these
attacks.

The Medusa ransomware group usually targets large organizations and
institutions. These include corporations, government agencies, healthcare
organizations and financial institutions. The group puts the targeted
organizations at risk of massive data loss in order for the ransom demands to be
taken seriously.

See also for IoC




MASKED SPIDER

MASKED SPIDER, also referred to as
the BianLian ransomware group, is
an advanced ransomwadre threat
that has recently emerged and is
rapidly gaining popularity in the
attack scene.

This ransomware targets victims
using unique encryption
algorithms and  sophisticated
attack techniques and can cause
severe data loss.

BianLian fidye yazilimi, genellikle ké6td amacgh e-posta kampanyalari, guvenlik
aciklarindan yararlanma ve kétd amacgh web siteleri araciigiyla yayilr.
Kurbanlarin bilgisayar sistemlerine sizdiktan sonra, fidye yazihmi dosyalari ve
verileri guclu sifreleme algoritmalariyla kilitleyerek erigsimlerini engeller.

Bu fidye yazihmi grubu, genellikle Bitcoin gibi kripto para birimleriyle 6deme
yapiimasini talep eder. Fidye 6dendikten sonra, genellikle kurbanlara dosyalarini
geri alma ve sifreleri ¢ézme sansi verilir. Ancak, fidyenin édenmesi bile
dosyalarin kurtariimasini garanti etmez ve bazen veri kaybi kalici olabilir.

BianLian fidye yazihmi, 6zellikle buyuk kuruluglari ve kurumlar hedef alir. Bunlar
arasinda sirketler, devlet kurumlari, saglik kuruluslari ve finansal kurumlar
bulunabilir. Bu tur kurbanlarin veri kaybi riski buyuk oldugu igin fidye taleplerine
siklikla karsi gelinememektedir.

Finance Sector



PUNK SPIDER

Akira ransomware is usually spread via malicious email attachments, exploit kits
and malicious websites. After infecting victims' computer systems, Akira
encrypts files with strong encryption algorithms to prevent access and promises

PUNK SPIDER is associated with the
recently emerged next-generation
Akira ransomware, which poses a
serious cybersecurity threat.

This ransomware uses
sophisticated encryption
algorithms and effective attack
techniques to target victims and
demand ransom by locking their
files.

to unlock them in exchange for a ransom payment.

Akira ransomware specifically targets corporate and commercial organizations.
Such victims often have large amounts of sensitive data, which can result in

serious financial and reputational losses if the ransom is not paid.

Finance Sector
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How Can You Avoid Cyber Attacks?

If you want to ensure the security of your organization in the cyber realm, there
are some important measures you should take.

Are There Vulnerabilities in the Software We Use?

If there are publicly known vulnerabilities in the software you use within your
organization, it is essential to update these applications. If the software you're
using hasn’t received updates for a long time, you should consider switching to a
competitor's product. Otherwise, attackers could exploit these vulnerabilities to
access the network within your organization and perform malicious actions on
endpoint devices, potentially causing significant damage to your system.

Have Personal Information of Our Employees Been Leaked?

Corporate account information, particularly that of your organization’s
management, can be leaked due to third-party software vulnerabilities. Attackers
may use this leaked information to carry out phishing campaigns, or depending
on the type and importance of the leaked information, they may target the
individual to harm the organization. To prevent such situations, you can require
employees to change their corporate account passwords periodically.

Are Our Employees Sufficiently Aware of Cybersecurity?

Perhaps the most crucial measure to take is raising human awareness.
Employees who are less familiar with IT but still connected to the same network
are often the primary targets for cyber attackers. To address this issue, it is
essential to provide cybersecurity awareness training to these employees. By
doing so, you can significantly reduce the risk of successful attacks.

In Summary,
Even if you take every precaution, your organization could still fall victim to a

cyberattack. The key is to minimize the potential damage that such an attack
could cause.
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